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STATE OF NEW YORK
OFFICE OF THE MEDICAID INSPECTOR GENERAL
Riverview Center, 150 Broadway
Albany, New York 12204

GEORGE E. PATAKI KWBERLY A, O'CONNOR
GOVERNOR . MEDICAID INSPECTOR GENERAL

April 27, 2006

Mr. David Picker, Diractor

Bureau of Fiscal Audit

Division of Administration and Revenue Support

Office of Mental Retardation and Developmental Disabilities
44 Holland Avenue

- Albany, New York 12228-0001

Dear Mr. Picker;

This is in response to your March 21, 2006, lefier conceming auditing criteria for providers who maintain
electronic records. For purposes. of clarity, we are using the question and answer format detailed below.

Question#1. Whal does a DOH auditor/surveyor do when they see electronic recortds? in otherwords,
what questions, i any, are asked by the audior/surveyor spec:ﬁcaily because of the electronic
records/signatures?

Response. Electronic records that reflect actual services provided, that conform to all service-specific
requirements, and that are maintained in conformance with the provider’s electronic signature policy will
be acceptable documentation for Medicaid purposes. There are not cumrently any set questions-that
auditors are required to ask providers who maintain electronic records or signatures. Butissuesthat can
be raised might include the following:

o Which components are electronic, e.g., service plans, progress noles, etc.?;

o Which components include electronic signature(s)?;

o is the document software generated from electronic entry or is it a scanned product from an
original paper document?;

o Is the electronic record the entire record available for review, or are other parts maintained as
original paper documents?

Question #2. Is there a protoco! that is any way differently treated from the pmtwol asked when the
provider maintains only paper records?

Response: No. According to the November 2003 Medicaid Update (copy enclosed) electronic records
must be as accessible for auditing as would paper records, original or ctherwise, and be capable of
reproduction in paper form. For audit purposes, there is an expectation, which may be supported by -
certification, that the paper reproduction is an exact copy of the electronic record,

Question #3. Are auditors/surveyors expected to lest or audit the electronic system itself in any way as
part of their audit/survey?
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Response: To our knowledge, there has not been any establishad . protocols or requirements that
audiiors are expected to test/auditan electronic sysiem. Howsver, suditors have the prerogative 1o test
establish: assurances about electronic signature security and provide a document trail. Ferexample.a -
recent audit found that a secure entry field was easily overridden. Therefore, the auditors did notaccept

records or signatures from the glectronic system and asked for original documentation.

Question#d4: H any auditors/surveyor suspects & problem or notices an imeguiarity.in how the electronic
records are mé intained, what is the auditor’surveyor expected to do?

onse: As mentioned in the 11/03 Update, there is an expeciation that "The electronic record is the
ainal  and has not been aitered or, if altered, shows the original and altered versions, dates of
creation, and creator; ...". If there is suspicion that the electronic record keeping System lacks integrity,
auditors should have the option of requesting original paper documentation. Auditors should inform their
supervisors about perceived iregularities with a provider's electronic system, and this may be the basis

Question #5; Are slectronic signatures trested differently by the auditor’surveyor than electronic

Response: Basad on a Bureau of Medicaid Audit Audit Directive, use of an electronic signature has the
same validity as a signature affixed by hand and auditors are instructed to accept documentation
containing slectronic signatures. However, praviders must be prepared to authenticate or prove that the

record was electronically signed by the person authorized 1o sign the record. An exceplion fo this rle

- would apply where the applicable statute orregutation speciically requires a hand written signature.

Questions #6 & #7:- Do DOH auditors/surveyors require that data entry require an atlestation? If an
attestation is required, where should that attestation be located within the electronic record?

Response: Toour knowledge, auditors are not currently requiring data entry to require attestation.

For a'mose comprehensive overview of electronic records and signatures, we suggest the Office of

We are enclosing a copy of the November 2003 Medicaid Update arficie and the Bureau’s Audit Directive
as discussed above. If we can be of any further assistance for this matier, please do not hesitate to contact

Bureau of Medicaid Audit (Ambulatory Care)
Office of the Medicaid Inspector General

Enciosure

cc: Tony Mangini
Bruce Gembala
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In 2!390 the federal "Electronics Records and Signatures-in Commerce Act” was enad:ed mmmmm use
records and signatures in-interstate or foreign commerce, .
In 1999 New York enacted the Electronic Signatures and Records - Act (Chapter 57-A of the Cﬁnmﬁamd ms #iso kn
: and subsequently promutgated at titie 9 NYCRR Pmsaa e

With the advancement of technology, an increasing number of Medicaid providers are seeking to use
records to support their Medicald claims and to record the care, services and supplies that have besry prow
are providing these guidelines for the use of electronic records in the Medicaid program. ‘mma‘ sl lirves
do not reguire, the use of electronic records, and are-intended for Medicaid providers, R

Electronic records are acceptable under the foliowing circumsténces:

1. The electronic format conforms to the requirements of federal and State laws and regulstions;

2. The electronic record is the original record and has not been altered or, If altered, shows the ﬁmw
aitered versions, dates of creation, and creator;

3. The electronic record is accessible to any duditing agency and is capable of reproducﬁen m paper fam atthe
provider's expense. The Department, or any other government agency, may require a oer stion that the
paper reproduction is an exact copy of the electronic record;

4. The content of the record meets the applicable requirements of the Medicaid program found in Wa! and
State {18 NYCRR) regulations to support the claim for payment.

Confidentiality requirements mandated by HIPAA and other statutes are applicable to e&ectmnic records,

These guidelines do not supercede reguirements which mandate the maintenance and retention of records in the form
in which: they were originally created.

For exampie, providers are generally required 1o maintain original records to support nmm cigims. fora
periad of six years (18 NYCRR'517.3). Where original records are required, providers may store them off-site
and rnaintain copies (paper or electronically imaged) on site. The original-records must be actessible, made
readily available upon a lawful request, and the location of the original records must be maintained in writing at
the service location site. Any paper copying or electronic imaging of records must result in ah exact
reproduction of the original record and may be required to be authenticated.

Laboratory providers must also riake sure that any electronic récords used to order lab services comply with 18
NYCRR 505.7. . '

These guidelines should not be construed as either authorizing or ctherwise applying to electronic signatures
Should you have any questions regarding this, piease direct them in writing to:

Mr. Gregor Macmillan
New York State Department of Health
_Division of Legal Affairs, Bureau of Medicaid Law
Corning Tower Building, 24th Floor
Empire State Plaza
Albany, NY 12237

hitn://www . health.state ny usthealth cmmwwmm@améﬁamwzﬁoz.m o 411572006
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4. The content of the record meets the applicable requirements of
the Medicaid program found in Federal and State (18 NYCRR)
regulations to support the claim for payment.

Questions regarding use of electronic signatures and records should
be direcied to the audit manager and forwarded to Central Office for
discussion. Medicaid providers having guestions are asked to submit
them, in writing, to DOH's Division of Legal Affairs, Bureau of
Medicaid Law.

Title 8 NYCRR
Part 540.4

Date issued: November 1, 20058

Date Revised: _ s




